
   

  

May 2025 

 

 

 Helping You Benefit From Today’s Technologies 

Are Your Passwords in the Green? 
Since 2020, Hive Systems has been on a mis-

sion to crack the code—literally—on pass-

words. Their Hive Systems Password Table 

shows just how fast a hacker can brute-force 

your password… but what you see in the table  

is just the tip of the iceberg. 

What is Brute Force? 

A brute-force attack is when an attacker uses a 

set of predefined values to attack a target and 

analyze the response until they succeed. As you 

explore how to brute-force a password, remem-

ber that success depends on the size of the set 

of predefined values. If it is larger, it will take 

more time, but there is a better probability of 

success.  

The most common—and simple—example 

of a brute-force attack is a dictionary attack. 

With this method, the attacker uses a pass-

word dictionary that contains millions of pass-

word options. The attacker tries these pass- 

words one by one in successive attempts to  

satisfy the system’s authentication requirements. 

The attacker will succeed if the dictionary of  

options contains the correct password.  

In a traditional brute-force attack, the attacker 

just tries a combination of letters and numbers 

to generate a password sequentially. However, 

this traditional technique will take much longer, 

especially with long passwords. These attacks 

can take several minutes to several hours or 

years, depending on the system used and the 

length of the password.  

 

 

What if my password has been previously 

stolen, uses simple words, or I reuse it  

between sites?” 

The Hive Systems password table focuses on the 

idea that the hacker is working in a “black box” 

situation and is having to start from scratch to 

crack your hash to show the “worst case” or 

“maximum time required.” Most hackers will  

prioritize which words and strings of characters 

they’ll work on first through rainbow tables,  

dictionary attacks, and previously stolen hashes.  

If your password was part of another breach 

or uses dictionary words, then your password 

table looks like this: 

BEST PRACTICES: 

Strong password practices involve creating 

unique, lengthy passwords, ideally using pass-

phrases or random character strings, and avoid-

ing easily guessable information or common 

words. Unique passwords for each account are 

crucial, and password managers can help with 

storage and generation. Furthermore, enabling 

two-factor authentication adds an extra layer of 

security.  
Continued on page 3 
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From The Desk of David Snell 
 

Helping You Benefit From Today’s Technologies 

 
Happy World Password Day—We’re Celebrating All Month! 
 
Although World Password Day is May 1, we’ve decided to celebrate all  

month! Granted I don’t think we’ll be using passwords in five years, they  

are still important today! 

Once again, Hive Systems has published its Password Chart of how long it  

would take for a hacker to breach your password. We get so many comments  

from clients and friends that they love this chart!  

This year, Pam’s done a little more explaining about the hacker process and what they hope to gain.  

I hope you find it interesting, too. 

If you are a client, you know that we use a cybersecurity tool called “Huntress” that monitors every 

system that we control. In researching for the front page article, Pam made a folder called 

“Password Chart.”   

Huntress reported to Beth that Pam had a folder of passwords, which is against the rules! If she  

really had a folder of her passwords, it would be easy for a hacker to steal the “keys to the king-

dom” and open every password protected account that she has!  

When Huntress finds folders or documents that contain passwords, which they do, Beth  

immediately reaches out and advices them to get a password manager to keep those passwords 

secure.  

Huntress also performs important proactive roles. Recently, it has shut down a few of our clients’ 

systems when they have clicked on an infected link. Huntress contacts us right away, so we can  

help respond to and fix the issue.  
 

In each breach, this link has been from a trusted source (who didn’t know that they had been 

hacked) and Huntress’ intervention has kept the hacker from getting into any other computers  

or their network. It’s a superhero in our books! 

You can be a superhero, too. If you’d like to share this article with your team, friends, family or  

anyone else, you can get it at www.ACTSmartIT.com/green  

You may also want to check out May’s Infographic, “Celebrating World Password Day (May 2, but 

we’re celebrating for the whole month!). There are 4 Pop Quizzes that are funny and fun. See how 

you do.  

Welcome to Todd Philie, Chief Marketing Officer of Southcoast Marketing Group to our Team of 
Experts! Todd is a member and Past Business Person of the Year of the Cranberry Country Chamber 
of Commerce.  His article “ADA Compliance – It’s Not Just Good Practice. It’s The Law” is a 
heads-up to all of us that we need to revisit and review our websites that may have been created 
before this law was established. You’ll find it on page 6. 

As I write this, it’s a beautiful day, and I am hoping it lasts all month! 
 
Enjoy! 
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ACTSmart’s Mission is to Delight Our Clients with Exceptional, Friendly, and Accurate Service—Every Single Day! 

 
Continued from front page 

• Length is Key: While complexity was previ-

ously emphasized, current best practices  

prioritize password length, with NIST  

recommending up to 64 characters.  

• Passphrases or Random Strings: Create 

memorable phrases of 4-7 random words 

(passphrase) or use a mix of uppercase,  

lowercase, numbers, and symbols (random 

string).  

• Avoid Personal Information: Do not include 

birthdays, names, or other easily guessable 

information in passwords.  

• Unique Passwords: Use different passwords 

for each account to prevent a breach in one 

from affecting other accounts.  

• Password Managers: Password managers 

can store and generate unique, strong pass-

words, making it easier to manage numerous 

accounts.  

• Two-Factor Authentication: Enable two-

factor authentication (MFA) whenever possi-

ble for added security.  

• Don't Re-use Passwords: Avoid reusing the 

same password for multiple accounts.  

• Be Aware of Surroundings: Be cautious 

when entering passwords in public, especially 

on public Wi-Fi.  

ACTSmart IT has been sharing The Hive Systems’ 

Password Table since it was first conceived in 

2020. 

It’s a great tool to get users to think about  

password security and to hopefully react with  

stronger passwords and other stronger security 

measures.  

 

Resources: 

https://www.hivesystems.com/blog/are-your-

passwords-in-the-green 

https://www.infosecinstitute.com/resources/

hacking/popular-tools-for-brute-force-attack/  

https://www.ACTSmartIT.com/green 
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Helping You Benefit From Today’s Technologies 

IMPORTANT FACTS ABOUT THE MA PAID FAMILY AND MEDICAL LEAVE ACT 

Qualification for Leave and Amount of Benefits: 

 

Employers neither decide whether an employee is qualified to take MA PFML nor the amount of the weekly 

benefits to be awarded. These decisions are solely under the auspices of the MA Department of Family & 

Medical Leave. 

 

Parental Leave/Bonding Leave: 

 

A leave of UP TO 12 weeks is available at any time within the first 12 months following a child’s birth or 

adoption (or foster care placement). Contrary to common misconception, the employee is NOT REQUIRED to 

take such leave immediately upon birth of a child. If the employee seeks such parental leave on an intermit-

tent basis, rather than taking full-time consecutive weeks, it may be taken intermittently only if the employer 

agrees. 

 

Benefit Year: 

 

While FMLA (federal Family & Medical Leave Act) allows employers to choose the leave year, such as calen-

dar, MA PFML has a “benefit year,” which starts the Sunday before the employee’s first day of leave and lasts 

for 52 consecutive weeks. 

 

Continuation of Health Insurance Benefits:  

 

While an employee is on protected PFML, an employer may require the employee to pay their share of the 

monthly health insurance premium, according to the employer’s policies. Employers are responsible for  

notifying the employee, before the employee goes on their leave of the amount of their contribution to 

the monthly premium and when (i.e., by the 5th of each month) such payment must be submitted to the  

employer.  

Attorney Helene Horn Figman combines specialized legal knowledge in employment law  

with the skills and perspectives uniquely suited to Human Resources Consulting. 

www.figmanlaw.com  

Information about her anti-harassment and anti-discrimination education programs can be 

found at www.workplaceawarenesstraining.com  

This article has been prepared by the Law Offices of Helene Horn Figman, P.C. for  

general informational purposes only. It does not constitute legal advice and is  

presented without any representation of warranty whatsoever.  
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Are You a Member of a Chamber? 

ACTSmart’s Mission Is to Delight Our Clients with Exceptional, Friendly, and Accurate Service—Every Single Day! 

If your business is currently a member of a local or 

regional Chamber of Commerce – that’s great! If not, 

why not? 

I recently attended a multi-Chamber networking event – 

hosted by five local/regional Chambers of Commerce –  

at a convenient location that provided plenty of room for 

members to meet, mingle, introduce themselves, and 

network with other business leaders. This is an annual 

event, and each time I attend, I wonder why more busi-

nesses don’t take advantage of such a valuable oppor-

tunity. 

If you’re currently a Chamber member, you most likely 

understand the inherent value of that membership in 

terms of sustaining your business presence and growing 

your business. 

If you’re not currently a Chamber member, here are 8 

good reasons why it might make sense for you to join: 

1. Chambers of Commerce have, as a primary objective, 

a responsibility to act as advocates for their mem-

bers’ needs by collaborating with local government 

officials and agencies on issues like business regula-

tions, permitting, zoning, taxation, and physical  

expansion. They’re on your side! 

 

2. Chamber membership provides increased visibility 

and credibility for you and your firm. Membership is 

very often viewed as a mark of stability and commit-

ment to good practices and standards. Your mem-

bership fees are, in essence, a year-round advertise-

ment for you! 

 

3. Chamber members enjoy excellent “inside” network-

ing opportunities with other members who are local 

business owners and may become clients or custom-

ers. The Chamber provides a welcoming professional 

environment to get to know each other, and member 

businesses are much more likely to engage with one 

another. Chamber relationships frequently lead to 

revenue opportunities! 

 

 

4. Chamber members much more easily build strategic 

partnerships with other members who run comple-

mentary businesses, and that often leads to new  

opportunities for collaborative projects and mutual 

profitability! 
 

5. As a member of a local or regional Chamber, you 

enjoy marketing opportunities through regular busi-

ness-to-business events, Chamber publications, web-

site listings, and sponsored events. As well, educa-

tional resources such as workshops, seminars, and 

mentorship programs are available – sometimes for 

members only – and provide excellent new infor-

mation or refreshers on important topics. 
 

6. Community involvement is a cornerstone for Cham-

bers of Commerce – it’s a key component of their 

charter. Chamber activities provide a terrific resource 

to the community and its institutions, organizations, 

and public charities. And, just as important, those 

activities deliver visible opportunities for the business 

to meet like-minded folks and build partnerships 

that sustain far beyond the specific event. So, it’s 

good for the community – and good for you! 
 

7. As a Chamber member, you often have access to 

cost-saving programs including group health insur-

ance rates, office supply, and other service discounts, 

and special advertising opportunities. In addition, 

access to market research and economic data  

specific to your local area can often be provided  

to help inform your business decisions. 

 

8. And finally, it’s a fact that when asked for recommen-

dations for a product or service, Chamber members 

almost always refer to other Chamber members 

whom they know, trust, and use themselves.  
 

Not sure which Chamber of Commerce might be best  

for you? Ask a business leader in your community, or  

explore the choices you’ll find in the U. S. Chamber of 

Commerce directory. You’ll find a lot of information  

out there to help you decide! 

Brian M. Hoffman, Director of Business Development 

Red Ball Promotions / Red Ball Cares 

M:  781-956-2694  |  O:  781-786-2255  Ext 103 

brian@redballpromotions.com  |  redballpromotions.com 

mailto:brian@redballpromotions.com
http://www.redballpromotions.com/
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I’m not sure if you know already about the ADA (the 

Americans with Disabilities Act) and what it has to do 

with your business. In case you don’t, I want 

to tell you that websites are considered a public 

place of service and are required to be accessible to 

everyone—including people with disabilities.  

What does an accessible website mean? 

For a person who is blind and uses a screen reader 

to access information or a person who uses key-

board navigation instead of a mouse, 97% of web-

sites are inaccessible. An accessible website is  

coded and formatted in a way that people with  

disabilities can perceive the content and engage  

with the commands.  

Having an accessible and inclusive website is not on-

ly the right thing to do; it also offers several benefits, 

such as increased traffic (with improved SEO) and 

eligibility for tax credits. But perhaps the most obvi-

ous reason to have an accessible website is that it’s a 

legal requirement under the Americans with Disabili-

ties Act (ADA).  

In addition to the legislation, we have seen a grow-

ing trend of lawsuits filed against businesses in re-

cent years. With timing becoming a significant fac-

tor, it is essential to ensure that you and your clients 

are familiar with the ADA and its relation to web  

accessibility to stay ahead of the curve and minimize 

the risks of legal ramifications. 

The Americans with Disabilities Act (ADA)  

The Americans with Disabilities Act (ADA) of 1990 

provides comprehensive civil rights protections to 

individuals with disabilities in employment, state and 

local government services, public accommodations, 

transportation, and telecommunications. The ADA is 

America’s most important law regarding accessibility  

 

and civil rights for people with disabilities, including 

web accessibility. 

As the internet became essential and websites 

played a more significant role in how consumers 

interact with businesses, the way ADA is applied to 

web accessibility began to change. Since 2018, a 

clear consensus has emerged that ADA covers the 

online world. Disability rights activists, legal scholars, 

and court rulings have agreed that websites, internet 

portals, and online stores must also be accessible to 

people with disabilities.  

In 2024, the Department of Justice (DOJ) reaffirmed 

and clarified its 2018 ruling that websites are places 

of public accommodation and are subject to ADA’s 

requirements of general non-discrimination and  

effective communication.  

WCAG  

The Web Content Accessibility Guidelines (WCAG) is 

a compilation of guidelines for how accessible web-

sites should look and operate for people with disa-

bilities. While it is not stated in the ADA, the WCAG 

has been widely accepted as the industry standard 

for being ADA-compliant. Therefore, if you abide by 

the WCAG guidelines, your website should be com-

pliant with the law. 

The laws you need to know about:  

• Section 508 refers to a part of the Rehabilitation 

Act of 1973. It is a set of rules for government enti-
ties and any organization that receives federal fund-
ing. Based on section 508, any federal agency or 
government-funded organization must build and 
maintain all information and communications tech-
nology (ICT) so that they are accessible to people 
with disabilities. That means that if a business works 
or plans to work with a government entity, it must 
comply with section 508. 

ADA Compliance: It’s Not Just Good Practice. It’s the Law 

Helping You Benefit From Today’s Technologies 

Todd Philie, Chief Marketing Officer  
 

Southcoast Marketing Group 
53 County Rd 2nd Floor, Mattapoisett, MA 02739  

(774) 582-0041  
SouthcoastMarketingGroup.com/ 

tel:7745820041
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Better Writing: TYPO Traumas 

 

Helping You Benefit From Today’s Technologies 

Are you familiar with the word typo? It’s often used 

to indicate that something we typed or wrote is 

wrong. 

As an editor, I use the term to point out errors, find-

ing after all these years that most folks don’t mind 

it as much as my saying “You goofed” or “You made 
a mistake.” 

My favorite way of helping in this regard is merely 

saying or writing: “I saw a couple of typos.” 

Today, let’s talk about the most common type of 

typo: using the wrong word and not seeing it. 

Why don’t we see it? 

See what it did above?  

I mistyped two words, and spellcheck underlined 

them in red. 

That’s a huge help when we do something so  

obvious, right? 

But. 

What happens when/wen we/wee/whee use a word 

that sounds like the one/won we mean and don’t  

even realize that there/they’re/their could be/bee 

more/moor than one of them that sound alike? 

These terms are called homophones, words that 

sound alike but are spelled differently and have a 

different meaning. They can really play havoc in our 

writing if we’re not focusing on them! 

So, how do we keep our thoughts safe and strong 

with the right words? 

1.  Pay attention to whatever grammar  

checker comes with your writing program. While 

none of them is perfect, they’re still good at catch-

ing obvious (to them) goofs, which will cut down on 
what you have to do manually. 

2.  Use the search function to check on homo-

phones like affect/effect, it’s/its (there’s no such 

word as its’), you’re/your/yore, to/too/two – what-
ever words you often mistype (or just aren’t sure 

of). Search for them one by one, and look  carefully 

to see if you’ve used the right one.  Then do it with 

the other one in the pair (or triplet).  
 

And if you sometimes use the word public, search 

for pubic, which is a perfectly good word but prob-

ably not the one you meant!  
 

PRO TIP: Always check for the word you DON’T 

want in those circumstances. 

3.  Make a list of the words you most often get 

confused about and keep it handy. 

And if you’re on LinkedIn, follow Sara Rosinsky 

(https://www.linkedin.com/in/sararosinsky/)  
because she publishes a post almost every day (with 

humor and insights) about difficult word usage.  

Next month’s article here will be a quiz on homo-

phones with the answers.  

 
Have a great/grate month!  
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This newsletter was thoughtfully edited by  

Susan Rooks, the Grammar Goddess,  

so we can look and sound as smart as we are. 

 

Susan Rooks 

The Grammar Goddess 

508 272-5120 

SusanR@GrammarGoddess.com 

ACTSmartIT.com/training 

 

 

During a brute force attack, auto-

mated software generates a large 

number of consecutive guesses 

to break into an online account. 

Some brute force attacks start 

with commonly used passwords, 

target company-related words, 

and variations on them. 
 

Learn how to protect  

yourself with Security 

Awareness Training! 

mailto:SusanR@GrammarGoddess.com

